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What is DDoS?




Motivation

Motivation Technical Motivation

* Hacktivism * Denial of service

* Business competitors * Smoke Stream

 Cyber Warfare * Impacting security (FW, IPS)
* Ransom

* Angry Users
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DDoS Attack Types

Numerous
Packets
Attacks

Few
Packets
Attacks
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DDoS Attack Vector

Volumetric *SYN Flood
*UDP Flood
*|CMP flood
*DNS Reflection
*NTP Flood
*CHARGEN Flood

Application *HTTP Flood
*HTTPS flood
*DNS query flood
*DNS recursive flood

Low-and-slow *Slowloris
*R.U.DY
Large file download
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Points of Failure

A _l of
40%

2014 2013 2012 @ 2011

Internet Pipe Firewall IPS/IDS Load Balancer The Server SQL Server
(Saturation) (ADC) Under Attack

Figure 35: Which services or network elements are (or have been the bottleneck) of Do5?

Radware Global Application & Network Security Report 2014-2015
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DDoS Attack Types




DDoS Attack Types

1)
2)
)
4)
5)
6)
7)
8)
9)

SYN Flood

UDP Flood

HTTP Flood

HTTPS Flood
Slowloris

R.UDY
SSL-Renegotiation
DNS Recursive Flood
DNS Reflective Flood

10) NTP Reflective Flood
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SYN Flood

4 )
State tables are

saturated causing
denial-of-service
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SYN Cookies (legitimate)
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SYN-ACK <cookie> Mitigation PR SYN-ACK
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Real User Public Web Server
___________ Data
___________________________________________________________ _>
Cookie is validated, now
connection can be established .
with server Delayed Binding
(need to fix the SEQ No)
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SYN Cookies Attacker
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UDP Flood

Organization

Internet Pipe

300 Mbps

%
500 Mbps
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HTTP Flood

HTTP GET SLASH

> Web
I Server

20K TPS Capacity = 10K TPS
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HTTPS Flood

Mitigation
(no certificate)

HTTPS GET SLASH

Web

—> Server
=

Capacity = 10K TPS

20K TPS
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Web Challenge CAPTCHA

Mitigation

| Nextime

Real User Public Web Server

Attacker
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Web Challenge Legitimate (302 Redirect)

GET /
__________________________ -’
___302Redirect/ + Cookie | Mitigation
GET / + Cookie GET/
------------------------- »> e
Real User Public Web Server
Cookie is validated, now connection
can be established with server
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Web Challenge Attacker (302 Redirect)

Public Web Server
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200 RPS

SLOWLORIS

GET /fo html HTTP 1.1
Host: www.testsite.com
User-Agent: Mozilla/S5.0
Content-length: 83

cept -Languag en-us
Cookie: ASPSESSIONIDCSR

namesJohn+Doekuser=jdoessTec
hFlage&ReviewFlag&ASType=AS

/form.html HTTP 1.1
www.testsite.com
Mozilla/5.0
Content -length: 83

Accept-Languag
Cookie: ASPSES&»*

gitimate U
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R.U.D.Y (Are You Dead Yet

POST /form.html HTTP 1.1
Host: www.testsite.com
User-Agent: Mozilla/5.0
Content-length: 83
Accept-Language: en-us
Cookie: ASPSESSIONIDCSR

name=John+Doe&user=jdoe&&Tec
hFlag=&ReviewFlag&ASType=AS

10 second delay
between packets

POST /form.html HTTP 1.1

Host: www.testsite.com

User-Agent: Mozilla/5.0 b= JmOmhpmn
Content-length: 100000 i

/

T

Legitimate User

m+ D mO
/ / / y

Accept-Language: en-us 20K RPS

Cookie: ASPSESSIONIDCSR

Attacker
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Signature

LOIC

(Low Orbit lon Canon)

“A CAT IS FINE TOO” IPS

|

IPS can block known DDoS patterns

with a signature
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SSL Renegotiation

* The attacker
renegotiations the SSL
keys again-and again

* This labor takes x15

more resources from the [T
server

Slow Post

Mobile LOIC

TCP/IP

ICMP Flood > Network
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DNS Floods

A

DNS Query Flood

DNS Reflective Flood

Root/TLD
DNS Servers

DNS Garbage Flood
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Attacker

NTP Reflective Flood

NTP Server
5.6.7.8

v

Victim
1.2.34
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RED O BUTTON | Thank You

UNDER ATTACK? L

Adress: Tagor 29/6 Tel Aviv 6920331 Site: red-button.net Email: info@red-button.net Office: +972-77-5001962 Fax: +972-77-320470




