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Signature Extraction:  DDoS attacks 

Our Challenge:  Automatically find signatures that 
frequently appear only in attack packets  

 

Signature 
Extraction Attack time 

traffic sample 

Peace time 
traffic sample Attack 

signatures 
e.g. Connection:  KEEP-ALIVE 



Two   use-cases 

1. Forensic analysis after the attack 

 

2. In real time to stop the attack 
     

    ** In tests on a VM. 

    ** 200Mbps – 1Gbps MacBook pro with a 
small memory   footprint (<100M).   

 



 

1. Allow signatures of varying lengths   
2. Don’t include signatures found in 

legitimate traffic  
• Minimum false positives 

3. Find minimal set of signatures 
• Some filtering devices have limited capacity 

4. Streaming solution: 
• Minimize space requirements  
• Wire speed  

 
 

Signature Extraction:  DDoS attacks 
Requirements 



Demo 
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 Signature Extraction - High Level 

 
 
 
 
 
 
 
 
 
 

Attack time 
traffic sample 

Peace time 
traffic sample 

Signature Extraction 

Find frequent 
strings in attack 
time traffic 

Find frequent 
strings in peace 
time traffic  

Attack 
signatures 



Choosing  Signatures 
Create signatures that may appear in legitimate traffic, but appear in attack 
traffic much more 

Strings in attack 
with frequency 
> Attack-High 

Thresholds:  
Attack-high 
Peace-low 
Peace-high 
Delta 

frequency > 
Peace-Low 

Signatures only if attack 
frequency at least delta 
more than peace frequency 

False 
positives 

Signatures 

frequency >  
Peace-high 



Packet type 1: … bad…guy… 

Packet type 2: …really... bad…guy… 

Packet type 3: … mean…guy… 

Packet type 4: … really…bad… 

Packet type 5:  bad…mean… guy… 

Signatures 

bad guy really mean 
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Packet type 
frequency: 

Signature frequency:   
 71%      65%       45%          35%       

Packet types 

Packet type 6: … bad…  

guy  & really  



Minimizing the number of signatures 
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Minimizing the number of signatures 
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Signature Extraction -  Architecture  

HH1 HH2 

hagdhdadjashdklahdjkasfjasbfjabfhfgahfvhsbdfjkasnkiaywtqyeffcgfacsdxas
dbas 
b1=hag
d 

b2 = agdh b3 = gdhd …… 

Merge strings Signatures 

Attack traffic packets payload: 

White list 

 
HH3 Sets of strings in 

a packet 
Sets \w 
frequencies 

Output 

 frequency 
> Attack-
High 

Maybe white list: 

Minimize 
signatures 




















